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KomnbloTepHblii BUpyCc — 3TO mporpaMma, CrnocoOHas co3/JaBaThb CBOU
KOIIMM, BHEIPSATh UX B Pa3IM4YHble OOBEKTHI I PECYPCHI KOMIIBIOTEPHBIX CUCTEM,
CeTel U MPOU3BOAUTH ONIPEEICHHbIE IEHCTBUS O€3 BE€0Ma MOJIb30BATEIS..

CBoe Ha3BaHME KOMIIBIOTEPHBIA BUPYC IMOIYYHI 32 HEKOTOPOE CXOJCTBO C

OuoloTMYeCKUM  BUpycOM  (Hampumep, B 3apakeHHOW  MporpaMme
CaMOBOCIIPOM3BOAMTCS Jpyras IporpamMmma — BHpPYC, a WHOUIUPOBAHHAS
nporpaMma MOXeT JJUTeIbHOe BpeMsi paboTarth 0Oe3 omuOOK, Kak B CTaIuu
MHKyOanun).

IIporpamma, BHYTPM KOTOpPOH HAXOAUTCH BHPYC, Ha3bIBaeTcs
3apaKeHHON POrpaMMON.

Korna wnbumupoBanHas mnporpamMma HauMHaeT paboOTy, TO CHayaia
YIOPABJICHHE MOJIy4aeT BHUpyc. Bupyc 3apakaeT npyrue nporpamMmbl, a TaKxKe
BBITIOJIHSET 3aIlJIAHUPOBAHHbBIE IECTPYKTUBHBIE JeHCTBUA. J{J11 MACKUPOBKU CBOMX
JEUCTBUN BHPYC AaKTUBHU3UPYETCS HE BCErjla, a JUIIb IpPU BHITOJIHEHUU
ONpENENEHHBIX YCIOBUHA (UCTEUEHHUE HEKOTOPOrO BPEMEHM, BBIIOJHEHHUE
OMPEICICHHOTO YUCIIa ONEpallnii, HACTYIJICHHUS] HEKOTOPOW AaThl WU JIHS HENENIU
U T.J.).

Ilocne TOro kKak BUPYC BBIIOJHUT HYXKHBIE €My JACUCTBUSA, OH IE€peNacT
yOpaBJIE€HHUE TOW NIporpamMMe, B KOTOPOM OH HaxoAuTcs. BHemiHe 3apakeHHas
nmporpaMma MoOKeT paboTaTh Tak ke, Kak U oOblyHas mporpamma. [logoOHO
HACTOSIIIIMM BUPYCAM KOMIIBIOTEPHBIE BUPYCHI MPAYYTCS, PA3MHOKAIOTCSI U UILYT
BO3MOKHOCTb IEPEUTH Ha Apyrue SBM.

Takum o00pa3om, BHUPYChl JNOJDKHBI WH(pUIHMpoBaTh OBM poctatodHo
HE3aMETHO, a aKTUBU3MPOBATHCA JIMIIb 4YEpe3 ONpeleieHHOEe Bpems (Bpems
MHKYyOarumn). 310 He0OXOAMMO JJISl TOTO, YTOOBI CKPBITh UCTOYHUK 3aPAsKCHUSI.

Bupyc He MOXeT pacnpoCTpaHsITbCS B TMOJHOM H30JSUUU OT JPYrUX
nporpaMM. O4eBHIHO, YTO TMOJIB30BATENh HE OYyAET CIeUualbHO 3alyCKaTh
OJIMHOKYIO mporpammy-Bupyc. [1o3ToMy BUPYCHI OPHUKPEMISIOTCS K TEIy IPYTUX
MOJIE3HBIX IPOrPaMM.

HecmoTpss Ha MMPOKYIHO pacnpOCTPAaHEHHOCTh AHTUBHPYCHBIX MHPOrpamM,
MpeIHa3HAYCHHBIX JJI1 OOpbOBI C BUpPyCaMH, BUPYCHI MPOJIOJDKAIOT IUIOAUTHCS. B
cpenneM B Mecsil nosisercs: okoyio 300 HOBbIX pasHoBUAHOCTEN. EcTecTBeHHO,
YTO BUPYCHI MOSIBIIAIOTCSA HE CAMOCTOATENIBHO, a UX CO3/Ial0T KPaKepPbl — BaHIaJIbl
(TexHO — KpbIChI). Bee monb3oBaTenu JIIOTOM HEHABUCThIO HEHABUISAT KPAKEPOB.

Pa3zinuHbie BUPYCHI BHITOJIHSIOT Pa3JIMUHbIE 1eHCTBUS:

BelBogsAT Ha  3KpaH ~ MEIIAIOIIME  TEKCTOBBIE  COOOIICHHS
(mo3apaBieHus, TMOJMUTHYECKUE JIO3YHTH, ¢pa3bl ¢ MpeTeH3UeHd Ha OMOp,
BBICKA3bIBaHUSI OOMJBI OT HEpa3[eieHHOW JIIOOBH, HEIEH3YPHBIC BBIPAKEHUS,
pekiiaMy, MpociaBieHue JTIOOUMBIX MEBIOB, HA3BAHMS TOPOJIOB);

Co3naroT 3BYKOBbIe A(G(}EKThl (MPOUTpHIBAI0 THMH, TaMMy WIH
NOMYJISIPHYIO MEJIOAUIO);

Coznarot BuzeodhdeKThl (TIEpeBOPAYMBAIOT WM CIABUTAIOT JKpPaH,
UMUTHPYIOT 3€MJIETPSICEHUE, BBI3BIBAIOT MaJIeHUE OYKB B TEKCTE WU CUMYJIHPYIOT
CHEromnaj, UMUTHPYIOT CKadyIlMi IIapHK, MPHITAIONIYI0 TOUYKY, BBIBOJAT HA KpaH
PUCYHKH U KAPTUHKH);
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3amemiaoT  padory OBM, mocTenmeHHO YMEHBIIAIOT O00BEM
CBOOO/IHOM OTepaTUBHON MaMSTH;

VYBenuuuBaeT  M3HOC ~ 00OpynOBaHUsS ~ (HampuMmep,  TOJOBOK
JIMCKOBOJIOB);

BbI3pIBalOT  OTKAa3  OTHEIBHBIX  YCTPOWCTB, 3aBUCAHHE WU
nepe3arpy3Ky KoMIboTepa u kpax padotsl Bceit OBM;

NMUTHPYIOT TOBTOPSIIOUIMECS OMMOKK paboThl  ONepaliOHHOM
CUCTEeMbl (HampuMep, C LEJIbI0 3aKIIOYEHHS] JOTroBOpa Ha TapaHTHUPOBaAHHOE
oOcnyxxuBanne IBM);

Yanutoxkaror FAT — Tabmumy, (opMaTUPYIOT KECTKUHA MHCK,
ctupaiot BIOS, ctupator nnn uzmenstor yctaHoBku CMOS, ctupaiot cekTopsl Ha
JIMCKE, YHUUYTOXKAIOT WM UCKaXaloT JaHHbIE, CTUPAIOT aHTHUBUPYCHBIC
MPOTPaMMBbI;

OcCylIeCTBISAIOT ~ HAay4HbI, TEXHUYECKHI, MPOMBIIUICHHBIA H
(YMHAHCOBBIN IIMHOHAK;

BbIBOgsAT U3 CTpOsSs CHCTEMBbI 3alllUThl HUHPOpPMAIUU, JAIOT
3JIOYMBIIUICHHUKAM TallHbIN JOCTYI K BEIYUCIUTEIBHON MAlIUHE;

JlenaroT He3aKOHHbBIE OTYHUCICHUS C KaX10M (PUHAHCOBOM OTNIEpalvK U

T.JI.;

['maBHasi OMacHOCTh CaMOBOCHPOU3BOIAIIUXCS KOJOB 3aKJIIOYAETCS B TOM,
YTO MPOTrpaMMbl — BUPYChl HAUMHAIOT JKUTh COOCTBEHHOW >KU3HBIO, MTPAKTUYECKU
HE 3aBUCAIIEH OT pa3paboTyuka MporpaMmbl. Tak ke, Kak B IIEMHON peakiuu B
SJICPHOM PEaKTope, 3aMmyIeHHbIA MPOIECC TPYIHO OCTAHOBUTb.

OcHOBHBIC CHMIITOMBI BUPYCHOT'0 3apa:keHust IJBM caenyromue.

3ameieHue paboThl HEKOTOPBIX MPOTPAMM.

YBenuuenue pazmepoB PaitioB (0COOEHHO BBIMOTHSIEMBIX).

[TosiBneHue He CyIecTBOBABIIMX PaHee “‘CTpaHHBIX  (HAMIIOB.

YMeHblleHHe 00beMa JOCTYIMHOM omepaTuBHOW mamsaTH  (TI0
CPaBHEHUIO C OOBIYHBIM PEKUMOM PaOOTHI).

Bre3anHo BO3HUMKaWIIHME pa3HOOOpa3HblEe BHUACO U 3BYKOBBIE
b eKTHI.

[TosiBnenne cb6oeB B paboTe OMEpallMOHHON CHUCTEMBI (B TOM YHUCIIE
3aBHUCaHUE).

3anuck nH)OpMAIIMKM HA JUCKU B MOMEHTBI BpEMEHH, KOTJIa ITOTO HE
JIOJKHO MPOUCXOIUTh.

[Ipekpanienue paboOThl WM HEMpaBUIbHAA paboTa paHee HOPMAIbHO
(GYHKITMOHUPYIOIIUX MPOrPaMM.

BnepBbie Oosibliioe BHUMaHuE K MpoOJieME BHUPYCOB MPHUBJIEKIA KHUIA
®pena Kodna “KomnbloTepHble BHPYCbl, TeOPpHUS H JIKCHEPUMEHTHI”
BhITIIeMIAas B cBeT B 1984 1.

Bonbioii 00mecTBeHHBI PE30HAHC BHI3BAJIO MEPBOE HEKOHTPOIMPYEMOE
pacupocTpaHeHUe BHUpyca B ceTu. 2 HosiOps 1988 rona mBaamaTuTpexJICTHUMA
CTyIeHT nocienuero kypca Kopuensckoro yausepcutera Pobept Tanman Moppuc
3aIyCTUI B CETH CBOK TMporpamMmy, KoTopas u3-3a OIMMOKM HadJayia




OECKOHTPOJIBHOE PAaCHpPOCTPAHEHUE U MHOTOKPATHOE MHPUIIMPOBAHUE y3JIOB CETH.
B pesynbrare ObL10 3apaxeHo okosio 6200 mammH, yTo coctaBuio 7,3 % obmieit
YUCJICHHOCTH MallIUH B CETH.

CymiecTByeT 00JIBIIIOE YUCIIO PA3IMYHBIX KIlacCU(PUKAIMNA BUPYCOB.

[To cpene oOMTaHMsl OHU JIEJATCS Ha ceTeBbIe, (PaillloBbIE, 3arpy30YHBIE U
(baioBO —3arpy304HbIC BUPYCHI.

[To cocoOy 3apaxeHusi — Ha PE3UJICHTHBIE U HEPE3UICHTHBIE BUPYCHI.

[Io cTemeHH OMACHOCTM — Ha HEOINACHBIEC, ONACHBIE M OYEHb OINACHBIC
BHUPYCBL.

I[lo  oco0enHocTssM  ajJropurMa —  HAa  BHUPYCHI-KOMIIAaHBOHBI,
Mapa3uTUYECKUE BUPYCHI, PEIUIMKATOPHI (Y€pPBH), HEBUAUMKH (CTEJC), MYTAHTHI
(npu3paku, MoMMMOp(QHBIE BUPYCHI, TOJUMOPPHUKH), MAKPO-BUPYCHI, TPOSHCKUE
POTrPaMMBI.

1o meJI0CTHOCTH — Ha MOHOJIUTHBIE U PaCIPEACIICHHBIE BUPYCHI.

Ilo anzopummuueckoil cywgnocmu upycol no0pa30enalomca Ha:
BHUPYCHI-“4EPBU’ - PACIIPOCTPAHEHBI B KOMIIBIOTEPHBIX CETHX;
BUPYCBHI-HEBUJIUMKH — IIEPEXBATHIBAIOT 00paIlleHUsI OTIEPAlHOHHOMN

CUCTEMBI K TIOPaKEHHBIM (pailiiaM U CEKTOpaM JIMCKOB U TOJCTABJIAIOT BMECTO HUX

He3apa)kKeHHbIE 0ObEKTHI;

BHUPYCBI-MYTaHThI — CAMOBOCIIPOU3BO/ISICh, BOCCO3AAI0T KOIIMH, IBHO
OTJIMYAIOUIUECS OT OPUTMHANIA;

BHUPYC-“TPOSITHCKUM KOHB - 3TO IPOTrpaMMa, KOTOpasi, MACKUPYSICh MO
MOJIE3HYIO MPOrPaMMYy, BBIIOJIHAET JOMOJHUTENbHbIE (PYHKIIMH, O KOTOPBIX
M0JIb30BATENb HE JIOTa IbIBAETCS.

Knaccugpukayus komnvromepuvix eupycos

1lo cpede obumanus pa3nuyaroTCs 3arpy304Hble BUPYCHI (BHEAPSIIOTCSA B CEKTOP,

COJEp KAl MPOrpaMMy 3arpy3Kku CUCTEMHOTO JUCKA), (paiiyioBble BUPYCHI

(BHEAPSIOTCSI B OCHOBHOM B HcTioNHsieMble ¢aiiibl ¢ pacmmupenueM COM u EXE),

CeTeBble BUPYCHI (OOUTAIOT B KOMIBIOTEPHBIX CETAX), CACTEMHbBIE BUPYCHI

(MPOHMKAIOT B CUCTEMHBIE MOAYJIH, TOPAXKAIOT MPOTPaMMbI-UHTEPIIPETATOPHI).

Ilo cmenenu 6o30eiicmeus eupycol nOOPA30eaAIOMCA HA:

HEOIIaCHbIE BUPYCHl — OHU HE pa3pylIatoT (ailsibl, HO MOT'YT MEPENOIHATh
OINEpPaTUBHYIO U JUCKOBYIO MaMATh, BEIBOJUTH HAa SKPaH pa3InyHble TpaduuecKue
b dexTsi;

OIMACHbIE BUPYCHI — MPUBOJIAT K PA3IMYHBIM HAPYIICHUSM B paboTe
KOMITBIOTEPA;

OUYEHb OMAaCHBIE BUPYCHI — 3TO BUPYCHI pa3pylIUTEIbHbIE, OHU IPUBOJAT K
CTUpPAHUIO UH(OPMALINH, TTOJTHOMY WM YaCTUYHOMY HapyIICHUIO pabOThI
MPUKIAAHBIX TIPOTPAMM.

Ilo cnocooy 3apasicenus eupycol noOpa30enaomcsa Ha:

PE3UJIEHTHBIE BUPYCHI — IIPU 3apaKEHUU KOMIIBIOTEPA OHU OCTAaBJISIOT B
OIEpaTUBHOM NaMATH CBOIO PE3HUJICHTHYIO YacTh, KOTOPAs 3aTEM MPU KaKIOM
oOpallleH!H K ONEpallMOHHON CUCTEME U K IPYTUM O0bEKTaM BHEJIPSIETCS] B HUX U
BBIIIOJIHSAET CBOU Pa3pyILIUTEIbHbIE IEWCTBHS 10 BBIKIOUYEHUS WIH Nepe3arpy3ku
KOMITBIOTEPA;



HCPE3UJICHTHBIC BUPYChI — HC 3apa’Xar0T OIICPATUBHYIO IMaMATh.

CereBble BHPYCHI PACIPOCTPAHAIOTCS 1O PA3IUYHBIM KOMIIBIOTEPHBIM
CETSIM.

3arpy3ouHbie BUPYChI BHEIPSIIOTCS B 3arpy304HbId cekTop aucka (Boot —
CEKTOp) WJIM B CEKTOpP, COAEpKallUi MpOrpaMmy 3arpy3kd CHCTEMHOIO JIMCKa
(Master Boot Record — MBR). Hekotopbie BHPYCHI 3alKMCBHIBAIOT CBOE TEJIO B
CBOOOJHBIE CEKTOpa Arcka, momedas ux B FAT — tabmune kak “ruioxme” (Bad
cluster).

@dajisioBble BHPYChbl WHOUIMPYIOT HUCHOJHSAEMBbIE (aiiyla KOMIBIOTEpA,
UMEIIINE pacmmpeHuss com u exe. K »3TtoMmy ke Kiaccy OTHOCATCS U
MaKpOBHUPYCHI, HANMCAHHBbIE TMOMOULIBI0 MakpokoMmaHi. OHu  3apaxaror
HeucroyHseMble (aiinbl (Hampumep, B TekctoBoM penakrope MS Word wm B
9JIEKTPOHHBIX Tabauiax MS Excel).

3arpy3ouHo — ¢aiiioBble BUPYChl CHOCOOHBI 3apa)kaTh U 3arpy304HbIE
CEKTOPHI U (haiJIbl.

Pe3uieHTHbIE BHUPYCHI OCTABJISIIOT B ONEPATHBHOW MaMsITH KOMIIbIOTEpa
CBOIO PE3UAEHTHYIO 4YacTb, KOTOpas 3aTeM I[epexBaTbiBaeT oOpalleHus
HEMH(UIMPOBAHHBIX MPOTPaMM K OINEPAIMOHHOW CHCTEME, U BHEIPSIIOTCS B HHX.
CBOM NeCTpYKTHUBHBIC NEWUCTBUS U 3apakeHUE JApYyrux (aiaoB, pe3uaCHTHBIC
BHUPYCHI MOT'YT BBITIOJTHATh MHOTOKPATHO.

Hepe3uaenTHble BUpPYCHl HE 3apakalOT ONEPATUBHYIO MAaMATh KOMIIbIOTEPA
U TPOSIBISIIOT  CBOKO  aKTUBHOCTh  JIMIIb  OJHOKPAaTHO TpH  3aIlyCKe
WHOUIIMPOBAHHOHN TIPOTPAMMBI.

JleficTBUS BHpPYCOB MOTYT OBITh He ONACHBIMHM, HampuMep, Ha JKpaHe
nosiBiisieTcst coobmieHue: “Xouy uyuy”’. Ecnm ¢ knaBuatypel HaOpaTh CJIOBO
“dyya”, TO BUPYC BPEMEHHO “‘yCIIOKanBaeTCs .

3HAUNUTEIBPHO OINACHEE TMOCIHEACTBUS  JEHUCTBHS  BUPYCa, KOTOPBIU
YHUYTOKAET YacTh (PaljIoB Ha JUCKE.

O4eHb OnacHbIe BUPYChl CAaMOCTOATEIBHO (HOPMATUPYIOT KECTKUM UCK U
TUM YHUYTOXKAIOT BCIO MMEIOLIyI0cs HHpopmaluio. [IlpumMepoM odeHb omacHOro
Bupyca MoxeT ciykuth Bupyc CIN (UepHoObUIb), akTUBHU3UpYIOIIUICS 26 YKcIia
Ka)KJIOT0 MECsIIa U CIIOCOOHBIN YHHUYTOXKATh JJaHHBIC Ha KecTKoM aucke u B BIOS.

KomnanboH-BHpYCHI (COMPaNion) — 370 BUPYCHI, HE U3MEHSIOMINE (aiibl.
AJropuT™M pabOThl ATUX BHUPYCOB COCTOMT B TOM, YTO OHU co3aaroT s EXE —
daiinoB HOBbIE (DAMJIBI-CIYTHUKH (yOJIUKAThI), UMEIOIIKE TO K€ CaMOe UMs, HO C
pacmupenuem COM, nampumep, s ¢aitia XCOPY.EXE co3nmaercs daiin
XCOPY.COM. Bupyc 3amuceiBaetcs B COM — ¢daiin 1 HUKaK HE HU3MEHSET
onHouMeHHbli EXE — ¢aiin. Ilpu 3amycke Ttakoro ¢aiina DOS nepBbiM
oOHapykuT u BeIOTHUT COM — (aiin, T.e. BUpyC, KOTOPBINA 3aT€M 3alyCTUT U
EXE — daiin.

I[MapasuTnyeckue BUPYCHI IIPU  PACHPOCTPAHEHUM CBOUX  KOMNMUH
00513aTeIbHO U3MEHSIOT COJIEPKUMOE JTUCKOBBIX CEKTOpPOB miu ¢ainos. B sty
IpyNIly OTHOCSTCS BCE BHPYCBI, KOTOpPbIE HE SBISAIOTCA “UEpBAMH WU
“KOMITaHbOHAMU .




Bupycer — yepBu (WOrm) — pacnpoCTpaHSIOTCS B KOMIBIOTEPHOW CETH H,
TaK € KaKk 1 KOMIIaHbOH — BUPYChI, HE U3MEHSIOT (pailiibl MJIM CEKTOPBI HA AUCKAX.
OHM NpPOHMKAIOT B MaMSITh KOMIIBIOTEpA M3 KOMIBIOTEPHON CETH, BBIYUCISIOT
CETEBbIEC aJpeca JPYrMX KOMIBIOTEPOB U PACCHUIAIOT IO 3TUM aJpecaM CBOU
Konuu. YepBu YMEHBIIAIOT MPONYCKHYIO CIIOCOOHOCTh CETH, 3aMEUIAI0T paboTy
CEpBEPOB.

PeniMKaTopbl MOTYT pa3MHOXKaTbCsl O€3 BHEAPEHUS B IPYrHe MPOrpPaMMbI
Y UMETh “HAYMHKY U3 KOMIIBIOTEPHBIX BUPYCOB.

Bupycbl — HeBuaumkm (crenc — Stealth) mcnonssyror HekoTOphIid HAOOp
CPEICTB MJIi MACKUPOBKM cBoero mnpucyrctBus B OBM. Hasanue Bupyca
aHAJIOTMYHO HA3BAaHUIO aMEPUKAHCKOTO CaMOJIETa — HEBUJIUMKH.

Crenc — BHUpPYCHl TPYyIHO OOHApYyKWTh, TaK KaK OHHM IE€PEXBATHIBAIOT
oOpalieHusi ONEepallMOHHOM CHUCTEMBbI K MOPAKEHHBIM (haillaM WM CEeKTopam
JUCKOB U “‘MOJICTABISAIOT HE3apaKEHHBIE y4acTKU (aisioB.

Bupycsl, koTopbie IIMPPYIOT COOCTBEHHOE TEJIO0 PA3NUYHBIMU criocobamu,
Ha3bIBAIOTCS MOJAUMOPPHBbIMHU. [lonuMmopdHbIe BUPYCHI (MM BUPYCHI — IPU3PAKH,
BUPYChI — MYTaHThI, NOIUMOPPUKH) JOCTATOUHO TPYAHO OOHAPYKUTh, TaK KaK MX
KOITMY MPAaKTUYECKU HE COJEPKAT MOJHOCTBIO COBIAJAOIIMX YYAaCTKOB KOAA. JTO
JOCTUTAETCS TEM, YTO B IMPOrpaMMbl BHPYCOB [100aBISIOTCS NYCTbIE KOMAaHIb
(Mycop), KOTOpbIE HE M3MEHSAIOT alrOPUTM pabOThl BHpYCa, HO 3aTPYIHSIOT UX
BBISIBJICHUE.

Maxkpo — BUPYCHI HCIIOJIb3YIOT BO3MOKHOCTH MaKpOS3bIKOB, BCTPOEHHBIX B
CUCTEMBI 00paOOTKM JAaHHBIX (TEKCTOBBIE PENAKTOPBI U 3JIEKTPOHHBIE TAOJIUIIBI)
pacmnpoCTpaHsIIOTCS MaKpo — BUPYCHI, 3apakaromue gokymeHnt Word u Excel.

T. B Hacrosimee BpeMs mmpoko KommbroTepHbIE BHPYChI OBIBAIOT CIIEAYIOIIMX
THUIIOB:

1) daiinoBbie BUPYCHI, MOpaXKaIOIIMe .€Xe W .COM (aijbl, HHOTa TOJIBKO COM.
[lepBbiM 3apakaeTcss KOMaHIHBIA MPOIIECCOP, a dYepe3 HEro BCE OCTaJbHbBIC
nporpammbl. Hanbonee omacHbl pe3UACHTHBIE BHUPYCHI, KOTOPHIE OCTAIOTCS B
ONEPATUBHON TaMATH TIOCTOSHHO. 3apakKeHHE MPOUCXOJIUT TMPHU  3aIMyCKe
3apaXCHHOU TPOTrpaMMBbI (XOTs ObI OJTHOKPATHOM), TO €CTh KOTJla BUPYC MOJydaeT
yIpaBJICHUE W aKTUBU3UpPYETCs. Takue BUPYCHI MOPTIT MPOTpaMMBbI U JaHHBIC, HO
MHOT/Ia MOTYT YHHUTOXKUTH COACPKIUMOE BCETO KECTKOTO JTUCKA.

2) 3arpy304HbIe WM OYTOBBIC BUPYCHI - TIOPAKAIOT 3arPY304HBIC CEKTOPA KECTKUX
TucKkoB U auckeT. OHM HanboJiee OMacHbI IJIsl KOMITBIOTEPA, TaK KaK B Pe3ysbTaTe
UX Pa3pyIIMTENLHOW pabOThl KOMIBIOTEp TMEpPecTaeT 3arpykarbcs, WHOT/IA Cpas3y
1oClie  3apakeHUs, KOTOpPO€ TMPOUMCXOIUT Jake TPU BBIBOAC OTJIABJICHUS
3apaKCHHOW JTUCKETHI.

3) Bupychl, nmopaxaromye apaiBepsl, ykasanHbie B (haiie config.sys, u 1uCKoBbIe
daiiner DOS. D70 BeeT k mpekpaiieHuIo 3arpy3kiu KOMIIbIOTEpa.

4) HeBuauMble WM CTEIC-BUPYCHI. VX odeHb TpyaHO OOHapyxuTh. [IpocTewiimii
CIoc00 MacKMpOBKY - TIPU 3apakeHUU (aiiyia BUPYC JeNaeT BHUI, 4yTo JJuHa (aiina
HE U3MEHUJIACh.

5) CeTeBblie BUPYCHI - TOPAKAIOT MAIIWHBI, pa0OTAIOIIKE B CETH, B TOM YHUCIIC B CETH
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6) Bupycer Word (6.0 u crapme), Excel, Access, PowerPoint, - mnopaxator
JOKYMEHTBI M Makpochl rporpamm u3 MS Office.

7) Bupycer ' Windows-95/98 - (GyHKIMOHHPYIOT M TOPTAT HaHHBIE B Cpele
Windows-95/98.

OauH U3 cambIX OMAacHBIX M3 BCEX HM3BECTHBIX BUPYCOB M3 VHTEepHeTa - BUpPYC
"UepnoOwutp". Bupyc akTuBu3upyetcs 26 amnpens, HoO MoJu(pUKaluy BUpyca MOTYT
MIPUHECTH Bpe U 26 urciia Kakaoro Mecsma. Kpome mopun nadopmanuu Ha AHUCKE,
o mepemnporpammupyer BIOS (CMOS Setup) kommbroTepa M KOMITBIOTEP
nepectaeT  3arpyxkarbcs. lIpuxomuTcs  oOpamiatbcsi B MAacTepCKyl0 U
BoccTaHaBnuBath BIOS.

Bupyc ILOVEYOU ¢uimunmuHCKOro MNPOUCXOXKIEHUs, pacnpocTpaHsuics mno E-
mail. OH BbIBen M3 CTPOst 45 MIIH. KOMITBIOTEPOB BO BCEM MHpPE, B TOM YHUCIIC B
[lenrtarone, 1IPY, ®BP B CIIA, ®opun-opuce BenukoOputaHum u B IpYyrux
KpyMHeHWIux crpaax. Bckope Bupyc MmyTupoBa,

TaK Kak ObUIM CO3J]aHbl €r0 Pa3HOBUIHOCTH, U HAHEC JIOMOJHUTENbHBIN yIiepO.
OcHoBHast BupycHas araka npousouma 4 wmas 2000 r. Bupyc yHuuTOXAI
rpaduueckue .Jpg U 3BYyKOBbIC .Mp3 (aiinbl. MatepuaibHbI yIIepd COCTaBHII
okomno 10 mummuapmoB $§ (USD). B Poccuu ymiep6 ObUT cpaBHUTEIIEHO HEBEIUK -
ok0j10 1000 KOMIIBIOTEPOB.

Tposinckasi mporpamMma MacKHpPYETCS HOJ MOJIE3HYIO WM HHTEPECHYIO
IpPOrpamMMy, BBITIONHSAS BO BpeMsS CBOCTO (PYHKIIMOHHPOBAHHUS €IIe U
pa3pyIIUTEALHYIO paboTy (Hampumep, ctupaer FAT-tabnuily) uiam coOupaer Ha
KOMITbIOTEpE WH(pOPMAIMIO, HE MOMJIEKAIIyl0 pa3MialleHul0. B orinuum ot
BHUPYCOB TPOSTHCKHE MPOTrpaMMbl HE 00J1a/1al0T CBOMCTBOM CaMOBOCIIPOM3BO/ICTBA.

TposiHCKasi mporpaMMa MacKHpyeTcsl, KaKk MPaBHIIO, IMOJ KOMMEpPYECKUN
npoaykt. Ee npyroe HazBaHue “TpOSTHCKHI KOHB .

[IporpaMmMa MOHOJMTHOIO BUpYyca MPEIACTaBIsCT COOOW EMUHBIN OJIOK,
KOTOPBIN MOKHO OOHAPYKUTh MOCIE HHPUITUPOBAHUS.

[Iporpamma pacnpeneieHHOT0 BUpycCa pasjieJieHa Ha YacTH. JTH YacTH
collepKaT HMHCTPYKIIMU, KOTOpBIE YKa3bIBAIOT KOMIIBIOTEPY, Kak coOpaTh HUX
BOEIMHO, YTOOBI BOccO3aaTh BHpyc. Takum o0pa3oM, BHpPYC MOUYTH BCE BpeMs
HaXOJUTCA B PACIPEICICHHOM COCTOSHHM, W JIMIIb Ha KOPOTKOE BpeMs
cobupaeTcst B IMHOE 1IeJI0e.

st 6opbOBI ¢ BUpycaMu pa3padaThIBAIOTCS AHTUBHUPYCHBIE MPOTPaMMBI.
['OBOpsS  MEOUIIMHCKHM  SI3BIKOM, O3TH  TPOTpaMMbl ~ MOTYT  BBISBISATH
(IMarHOCTUPOBATH), JIEUYUTh (YHMUYTOXAaThb) BHUPYChl U  JedaThb NPUBHUBKY
“3I0POBBIM”° TPOTPaMMaM.

PaznmuuaroT cremyronirie BUAbl aHTUBUPYCHBIX TTPOTPAMM:

[TporpamMmebl — 1E€TEKTOPHI (CKaHEPHI);

[Tporpammel — qokTopa (W (aru, Ae3uHDEKTOPHI);
[IporpamMmmsl — peBU30OPHIL;

[Iporpammel — GUIBTPHI (CTOPOKA, MOHUTOPHI);
[IporpaMmMbI — UMMYHHU3ATOPBHI.




[IporpaMMbl — [1€TeKTOPbI paccuMTaHbl Ha OOHAPYKEHHE KOHKPETHBIX
BUPYCOB W  OCHOBaHbl Ha  CpaBHEHUU  XapakTepHol  (cmerudukoin)
MOCJIEIOBATEILHOCTH OAaNWTOB (CUTHATYp WM MAacOK BHUPYCOB), COJIEpIKAIMUXCS B
Tejge BHUpyca, ¢ OaliTaMu MpoBepsieMbIX MporpamMm. [IporpaMMmbl — IE€TEKTOPHI
HY)KHO PEryJsipHO OOHOBJISITh, TaK KaK OHU OBICTPO YCTapeBalOT M HE MOTYT
BBISIBJISITH HOBBIE BUIbI BUPYCOB.

Crnenyer moA4epKHYTh, UTO MPOrPAMMbl — JIETEKTOPHI MOTYT OOHAPYKHUTh
TOJBKO TE€ BUPYCHI, KOTOPHIE €l “U3BECTHBI”, TO €CTh, CUTHATYPbl ITUX BUPYCOB
3apaHee MOMEIICHbI B OMOIMOTEKY aHTUBUPYCHBIX TIPOTPaMM.

Taxum 06pazom, eciiu mpoBepsieMasi MporpaMMa He OMO3HAETCs AETEKTOPOM
KaK 3apakeHHas, TO €Illle HE CJeAyeT CUMTaTh, YTO OHa ‘“‘3m0poBa’. OHA MOXKET
ObITh MH(UIMPOBAHA HOBBIM BHPYCOM, KOTOPBIA HE 3aHECEH B 0a3zy JaHHBIX
JETEKTOpA.

JIns ycTpaHeHMsi 3TOTO HEAOCTaTKa MPOrpaMMbl — JETEKTOPBI CTaJH
cHaO»XaThCsl OJIOKaMHM JBPUCTUYECKOrO aHaiu3a IporpaMM. B stom pexume
JiefaeTcsl  MOMbITKa OOHAPY)KUTh _HOBBIE WM HEW3BECTHBIE BHUPYCHI IO
XapaKkTEepHBIM I BCEX BUPYCOB KOJOBBIM MHoOcienoBaTenbHOCTIM. Hanboinee
Pa3BUTBIE 3BPUCTHYECKUE MEXaHU3MBbI ITO3BOJISIIOT C BEPOSTHOCTBIO OKOJIO 80%
OOHapy>KUTb HOBBIN BUPYC.

[IporpamMbl — JOKTOpPA HE TOJBKO HAXOAT (pailiibl, 3apaskeHHbIE BUPYCAMH,
HO U JiedaT uX, ynanss u3 (aiina Teno mporpaMmbl — BHpyca. [Iporpammer —
JIOKTOpPA, KOTOPBIE MO3BOJISIET JIEUUTh OOJBIIOE YHUCIO BUPYCOB, HAa3bIBAIOT
nosdaramu.

B Poccuu nonayyuian mmpoKoe pacrpoCTpaHEHHE IpOrpaMMbl — JETEKTOPHI,
OJIHOBPEMEHHO BBINIOJIHAIONIME W (PYHKIMU Mporpamm — AokTopoB. HaumbOosee
U3BeCTHBIE TipeacTaBuTenu 3toro kiacca — AVP (Antiviral Toolkit Pro, asTop — E.
Kacnepckuii), Aidstest (atop — /. Jlosunckuii) u Doctor Web (aBroper — .
Hanunos, B. JIyroBuHn, /1. benoycos).

PeBH30pBI — 3TO NMPOrpaMMBbl, KOTOPHIE aHATU3ZUPYIOT TEKYIIEE COCTOSIHUE
(aitioB M cucTteMHBIX OOJacTed AWCKa W CPaBHUBAIOT €ro ¢ HMHQPpOpPMAIUCH,
COXpaHEHHOM paHee B oJHOM U3 (DaiioB peBusopa. [Ipu 3ToM mpoBepsercs
cocrosinue BOOT — cextopa, FAT — tabnuiel, a Takke JiuHa (aisioB, UX Bpems
CO37aHusl, aTpUOYThI, KOHTPOJIHHBIE CYMMBI.

KonTposnrHas cymma sBISIeTCS MHTErPAIbHOM OLIEHKOM Bcero (aiina (ero
cienkom). Ilomyyaercs KOHTpoJbHAas CymMMa IMyTeéM CYMMHPOBAHMS MO MOJYJIIO
Uil Bcex OaiToB (aitna. IlpakThuecku BCsIKO€ M3MEHEHHME KOJa MHpPOrpamMMbI
MPUBOJNUT K U3MEHEHUIO KOHTPOJIBHOU CyMMBI (paiina.

AHTUBHPYCHI — (PWJIBTPBI — 3TO PE3UACHTHBIC MPOTrpaMMbl (CTOPOXKA),
KOTOpbIE OIOBEIIAIOT IMOJIb30BaTENsl 000 BCEX TMOMBITKAX Kakod — Jubo
MpPOTrpaMMbl BBITIOJIHUTH MOJIO3PUTENIbHbIE ACHCTBUS. DUIBTPHI KOHTPOJIUPYIOT
CJIEIYIOLIME OTEPALINHN:

OOHOBJIEHHE TPOTPAMMHBIX (PAIJIOB ¥ CHCTEMHOM 00aCTH IUCKA;
dopMaTUPOBAHUE TUCKA;
PesunentHoe pasmenienue rnporpamm B O3V,




OOHapy>KUB TOMBITKY BBIMOTHEHUS TaKUX ACHCTBUIA, CTOPOXK (MOHHUTOP)
cooOm@aeT 00 3TOM MOJb30BATEN0, KOTOPBIH OKOHYATEIbHOE pEUIEHHE 110
BBINIOJIHEHUIO JAHHOHM olepanuu. 3aMeTUM, YTO OHAa HE CIocoOHa 00e3BpEIUTh
Jla)ke W3BECTHbIE BHUPYCHL. s “nedyeHuss” OOHApPYKEHHBIX (UIBTPOM BHPYCOB
HY’KHO MCIIOJIB30BaTh IPOrPAMMBI — IOKTOPA.

K nocneaneii rpynmne otHocsTcsl HauMeHee 3(()EKTUBHbBIC AHTHBUPYChI —
BaKIMHATOPBI (MMMyHH3aTOpbl). OHM  3aNKCHIBAIOT B  BaKUHUHUPYEMYIO
porpaMmy IMpPU3HAKK KOHKPETHOTO BHpyCa TaK, YTO BHUPYC CUHUTAET €€ YXKe
3apakeHHOM, U MOATOMY HE MPOU3BOJIUT MOBTOPHOE MHOPHUIIMPOBAHUE. DTOT BUJ
AHTUBUPYCHBIX POrPaMM MOPAJIBHO yCTapEd.

Paccmorpum namsatky «OcHOBHBIE Mepbl IO 3auuTe OBM otT 3apakeHus
BHUpYyCaMM».

HeoOxogumo ocHactuth OBM  cOBpeMEHHBIMH aHTHBHPYCHBIMU
IporpaMMaMu M MOCTOSIHHO OOHOBJISATh UX BEPCHUM.

[Ipu pabGote B riH00anbHON ceTH 00s3aT€NBLHO JIOJDKHA OBIThH
YCTaHOBJIEHA Mporpamma — QuiIbTp (CTOPOK, MOHUTOP).

[lepen cunThiBaHHEM C IUCKET MH(GOpPMALUMK, 3alIMCAHHON Ha JPYTUX
OBM, cnenyer Bcerja npoBepATh 3TU AUCKETHI HA HAIMYUE BUPYCOB.

[Ipu nepenoce Ha cBOil KOMIIbIOTEpP (HaliJIOB B apXUBUPOBAHHOM BHJIE
HEOOXOMMO UX MPOBEPATH Cpa3y XKe MOCIe pa3apXUBallUu.

[Ipu pabore mpu paboTre Ha APYrUX KOMIIBIOTEpAaX HEOOXOIUMO
BCET/a 3alUIIATh CBOU JUCKETHI OT 3aIHCH.

LlenecooOpa3Ho nenarb apXHBHbIE KOMWU LIEHHOW WH(pOpMAaIu Ha
JIPYTUX HOCUTENSX HHPOPMALIUH.

He cnegyer ocTaBisiTb OUCKETY B JHUCKOBOJE INMPU BKIOYEHUH WU
nepesarpy3ke 9BM, Tak Kak 3TO MOXKET NMPUBECTU K 3aPAKEHUIO 3arpy30YHBIMU
BHUPYCAMH.

AHTHBUPYCHYIO TIPOBEPKY JKEJIAT€IbHO MPOBOAWTh B “‘UMCTON”
OIEPAllMOHHON CHCTEME, TO €CTh IIOCJIE €€ 3arpy3KH C OTAEJIBHONM CUCTEMHOMU
JIICKETBI.

Cnenyer uMeTh BBHJY, YTO HEBO3MOXKHO 3apa3uTbCs BHPYCOM,
npocTo noakmounBIIKCH K Internet. UtoOsl BUpyc akTUBHU3MPOBAJICS MPOrpaMma,
NOJTyYEHHAas C CepBepa U3 CETH, I0JKHA ObITh 3alylleHa Ha KIIMEHTE.

[lomyynB  BJEKTPOHHOE MHUCbMO, K  KOTOPOMY  HPHIIOXKEH
UCIIOJIHSIeMBIA (pailyl, He cieayeT 3amyckaTh 3TOT (aiin 0e3 mpeaBapUTeIbHON
npoBepkH. [10 37EKTPOHHOM MTOYTE YACTO PACHIPOCTPAHSAIOTCS “TPOSHCKUE KOHH .

LenecooOpa3zHo UMETH MOJT PYKOU aBapUiiHYIO 3aTPy304HYIO TUCKETY,
C KOTOpPOHl MOMKHO OYyJeT 3arpy3uThCs, €CIM CHUCTeMa OTKaXXeTCs CHAellaTh 3TO
OOBIYHBIM 00pazoMm.

[Ipu ycraHoBKe OOJBIIOTO MPOTPAMMHOTO MPOAYKTa HEOOXOAMMO
BHayaJle TpPOBEPUTh BCE MAUCTPUOYTHBHBbIE (hailibl, a TMOCiIe HHCTAJUIALUN
IIPOJYKTa NOBTOPHO MPOU3BECTH KOHTPOJIb HAIMYUS BUPYCOB.

ITocnennsis — He coBceM cepbe3Has wepa. Eciam Bbel xortute
MOJIHOCTBIO HCKJIFOYUTHh BEPOATHOCTH NOMAJAaHMs BUPYCOB B Bam kommbrorep, TO
He HaOWpaiiTe Ha KJaBUAType HEMOHITHBIX JUisi Bac mporpamm, He MCHOJB3YHTE



JIMCKETHI, JJa3epHbIE NUCKU JJISl BBOJA MPOTPAMM U JOKYMEHTOB. OTKIIOUUTECH OT
JIOKAJILHOM M Ii1I00abHOM cereli. He BKiIroyalTe muTaHue, Tak Kak BO3MOKHO, YTO
BHUpYC yxke 3amuT B [I3Y.

1. ®wus KynbT MUHYTKA

2. TlpakTudeckas paboTa «3ammTa OT BUPYCOB: OOHApyKEHHE U JICUCHUE» - C
MOMOIIIbIO0 aHTUBUPYCHOM ITPOTrpaMMBbI ITPOBEPHUTH M BBUICUUTD (PIICIIKY U TUCK C OT
BUPYCOB

3. Jlomamuee 3amanue . ( JoMa TPOBEPUTH CBOM KOMITBIOTEP C ITOMOIIBIO
Pa3JIMYHBIX AHTUBUPYCHBIX TPOTPaMM



